(JNASR) Journal of Natural and Applied Sciences Research

Asibor et al., (2025). 1(1): 125-142. Available online at https://www.jnasr.iuokada.edu.ng. jnasr@iuokada.edu.ng
An Enhanced Framework for Directing and Mitigating Ransomware Attacks in 10T/loMT-Based
Healthcare Networks

!Asibor, Raphael Ehikhuemhen, 2Agbon-Ojeme, Godwill Eromonsele and *Adingwupu, Anthony

Chijioke

!Department of Computer Science and Information Technology/Mathematics, Ighinedion University, Okada. Edo

State, Nigeria

2Consultant Obstetrician and Gynecology, Ighinedion University Teaching Hospital, Okada. Edo State, Nigeria
3Department of Mechatronics Engineering, Igbinedion University, Okada. Edo State, Nigeria

Corresponding author:
Raphael Ehikhuemhen Asibor

Department of Computer Science and Information Technology/Mathematics, College of Natural and Applied

Sciences, Igbinedion University, Okada. Edo State, Nigeria.

asibor.raphael@iuokada.edu.ng; +2348034331960, https://orcid.org/0000-0002-2701-2576

Abstract

Ransomware attacks have become a critical threat to Internet of Things (10T) and Internet of Medical Things (IloMT)-
based healthcare networks, jeopardizing patient data security and system availability. This paper presents an enhanced
framework to detect, mitigate, and respond to ransomware threats in healthcare environments. The proposed
framework integrates machine learning-based anomaly detection, blockchain for secure data transactions, and an
adaptive encryption mechanism. Extensive simulations demonstrate the framework's efficacy in reducing ransomware
infections and improving response time. The findings highlight the need for proactive security mechanisms to protect
I0T/IoMT healthcare infrastructures against emerging cyber threats.

Index Terms: Blockchain, Cybersecurity, Healthcare Networks, loMT (Internet of Medical Things), 10T (Internet of

Things), Machine Learning, Ransomware

Introduction

The increasing integration of Internet of Things (IoT)
and Internet of Medical Things (IoMT) devices in
healthcare have transformed patient care, yet introduced
critical ~ cybersecurity  vulnerabilities, particularly
ransomware attacks that threaten operations and data.
While

limitations, addressing these challenges requires an

traditional  cybersecurity measures have
enhanced framework leveraging machine learning,
blockchain, and adaptive encryption. Foundational to
this field are pioneers like Claude Shannon, whose work
on information theory underpins modern cryptography,
alongside researchers who established early computer
security principles. The evolution of ransomware is
tracked by authors such as Conti, Dragoni, & Lesyk

(2018), while current trends are analyzed by experts

focusing on ransomware-as-a-service and its economic
impact. 10T/loMT security challenges are addressed by
researchers focusing on device vulnerabilities and secure
protocols, with specific attention to IoMT security and
privacy issues in medical devices.

Healthcare data security and privacy are informed by
legal scholars analyzing regulations like HIPAA, and
researchers exploring blockchain for secure healthcare
data management, such as Kaur, Kumar, & Gupta
(2021). Machine learning applications in cybersecurity
are advanced by researchers in anomaly detection and
those pioneering deep learning techniques like LSTM
networks, as seen in the work of Patel, Shah, & Thakkar
(2022). Blockchain's role in healthcare is explored by
those investigating its use for electronic health records

and smart contracts. Encryption technologies are driven
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by modern cryptographers and researchers developing

lightweight cryptography for 10T/IoMT, exemplified by
Zhang & Yang (2021), and Stallings (2020) who

contributed to cryptography and network security.
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The increasing reliance on 10T and IoMT devices in

healthcare has revolutionized patient monitoring,

diagnosis, and treatment. However, this digital

transformation has also introduced cybersecurity
vulnerabilities, particularly ransomware attacks, which
disrupt operations and compromise sensitive patient
data. Traditional cybersecurity measures are often
insufficient against sophisticated ransomware variants.
Thus, this study proposes an enhanced framework
integrating machine learning, blockchain, and adaptive
to fortify 1oT/IoMT-based healthcare

networks against ransomware threats.

encryption

The rapid increase in connected devices, driven by the
Internet of Things (lIoT) and advancements in
communication systems, has significantly influenced
daily life. Despite challenges like the global chip
shortage and the COVID-19 pandemic, the 10T market
has continued to grow, with increased investment in loT
security, hardware, services, and software. Reports
indicate resilience in enterprise 10T spending despite
economic difficulties. According to IEEE technology

predictions, remote healthcare and advanced wearables
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are among the most impactful developments. A key
evolution of this trend is the Internet of Medical Things
(IoMT), also known as Smart Healthcare, which has
revolutionized health treatments and monitoring devices.
While there is no universally accepted definition of
Smart Healthcare, it continues to transform medical
technology and patient care.

The Internet of Medical Things (IloMT), also known as
IoHT, MloT,

Healthcare 4.0, integrates medical devices and cloud-

Smart Healthcare, loT-Healthcare, and
based platforms for data storage and analysis. I0MT
ecosystems include On-Body, In-Home, In-Clinic, and
In-Hospital categories, encompassing wearable devices,
telemedicine, and hospital-based medical equipment.
Key applications involve patient monitoring,
therapeutics, diagnostics, and workflow management.
By 2025, the medical device market is projected to reach
approximately 208 billion, while global cybercrime costs
may rise to 10.5 trillion.

Healthcare remains a prime target for cyber threats, with
data breaches costing an average of 10.10 million in
2022—more  than

recognizing these

any other
83% of medical

manufacturers and 85% of healthcare organizations lack

industry.  Despite
risks, device
adequate cybersecurity measures. The rise of Al-driven
security solutions, expected to reach a market value of
190.6 billion by 2025, offers promising advancements in
threat detection and mitigation, enabling proactive

defense mechanisms against cyberattacks


mailto:jnasr@iuokada.edu.ng

(JNASR) Journal of Natural and Applied Sciences Research

Asibor et al., (2025). 1(1): 125-142. Available online at https://www.jnasr.iuokada.edu.ng. jnasr@iuokada.edu.ng

WICs| qence? 91 5055

Uz

e 5 4 ng's"zc:\

" wistcouwscieq o Phs0s? peiiesl 5030
8™ 300000 bsz 0y Qojsie  usues) SI#031E
6ble2slf LIoLs sy IUII?U ugngth e [UCLE926 {LOL
16cyuojodh o2 QU Hesposis anjoWSyoU
[OAL chpsicliwse D9f9 pLescy vl suq
IOML " JULOAS[IAG 26Cnuh

/3A6 Sqobyeq
oldsuissfioue e
0 O Hesycsts “-.ﬂ 052

(02§ 0} (02 0} -
£l

Q6AIC6 LigUnigCintele C91q UnLupeL
834 0L Lsqics| 9 21Ubj6 cleqy
19|13p]6 fHSU

gscolge

oLdsuissyiove sug
INeqics|

8240 O HES|{pCsLe
Fig. 2. Data reports of Internet of Medical Things.

|\ Lopee pA
308 piiou

5 o

v LUgLyef
[OWL Yqobiiou

INSQica| qeAIce

gdswef cApsicuwse
poot bjsuuiud

The rapid advancement of Smart Healthcare has

introduced  significant  cybersecurity  challenges,
particularly in securing loMT environments against
malicious activities. While various security strategies
such as authentication, access control, encryption, and
key management exist, this study focuses on Intrusion
Detection Systems (IDSs) and their integration with Al
techniques. IDSs play a crucial role in detecting
unauthorized access, data breaches, and cyber threats
that could compromise patient safety (Yaacoub et al.,
2022). Al-based IDSs, utilizing Machine Learning (ML)
and Deep Learning (DL), have proven effective in
identifying zero-day attacks, addressing confidentiality
and integrity threats, and adapting to dynamic IoMT
environments (Rbah et al., 2021). These systems also
help mitigate loMT-specific challenges like limited
resources, scalability, and latency, highlighting the need
for continuous research into Al-driven intrusion
detection, available datasets, emerging threats, and
future directions in lIoMT security (Elhoseny et al.,
2021).

Several studies have explored cybersecurity measures for
IoMT, with a growing emphasis on Al-based IDSs.
Yaacoub et al. (2022) analyzed cryptographic and non-
cryptographic security solutions, emphasizing the
importance of lightweight and cooperative IDSs to

strengthen 10MT networks. Elhoseny et al. (2021)

examined the MIoT architecture, classifying device
categories based on IoMT layers and discussing privacy
requirements alongside security countermeasures like
IDSs and encryption. Malamas et al. (2021) conducted a
risk assessment of IoMT security threats, categorizing
them using the STRIDE model identifying
mitigation strategies such as authentication and

and

encryption. Rbah et al. (2021) provided a detailed
classification of ML and DL-based I1DSs, discussing their
accuracy, detected attacks, and resource usage. Despite
these contributions, further research is needed to refine
Al-driven IDS models, improve detection accuracy, and
enhance IoMT security resilience.

Historical ~ Progression  of and
Ransomware Defense (1908-2025)

The foundation of modern cybersecurity traces back to

Cybersecurity

Claude Shannon (1948), whose work on information
theory laid the groundwork for cryptographic security.
Early computing pioneers such as Turing (1950)
contributed to understanding secure computation. The
emergence of computer viruses in the 1970s led to
seminal works by Cohen (1987) on defining and
detecting malware threats. As cybersecurity evolved,
Schneier (1996) introduced practical cryptographic
techniques that influenced modern encryption standards.
The 2000s saw an increase in ransomware threats,
leading to significant contributions from authors such as
Ferguson & Schneier (2003) on network security, Conti,
Dragoni, & Lesyk (2018) on ransomware evolution, and
Stallings (2020) on cryptographic principles. More
Kumar, & Gupta (2021)
emphasized blockchain's role in securing healthcare data,
while Patel, Shah, & Thakkar (2022) demonstrated how

machine

recent works by Kaur,

learning enhances anomaly detection in
10T/IoMT networks. Zhang & Yang (2021) contributed
to the development of adaptive encryption mechanisms

tailored for 10T security.
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Modern Challenges and Innovations (2021-2025)
Recent cybersecurity research has focused on integrating
Al-driven threat detection and blockchain-based security
solutions. Mahajan et al. (2023) explored deep learning
models for detecting advanced persistent threats in loT
systems. Asibor (2023) introduced novel entropy-based
analysis techniques for ransomware detection in
healthcare systems. Further contributions by Nadeem et
al. (2024) have examined the effectiveness of hybrid Al-
blockchain frameworks in securing electronic health
records. The study of 10T/IOMT cybersecurity has
evolved significantly over the last century, from
foundational cryptographic principles to Al-enhanced
threat blockchain-secured  data

builds

and

paper

detection

management.  This upon these

advancements to propose a comprehensive framework

for mitigating ransomware threats in healthcare
environments.

Background and Related Work

2.1 Ransomware in Healthcare Networks
Ransomware is a type of malware that encrypts files and
demands ransom payments for decryption Kkeys.
10T/IoMT devices are particularly vulnerable due to
limited computational capabilities and outdated security
protocols. High-profile ransomware incidents in
healthcare institutions underscore the urgency for

advanced mitigation strategies.

Existing Security Approaches
Current approaches to combating ransomware include:

e Signature-based Detection: Relies on known malware signatures but fails against novel ransomware variants.

o Behavioral Analysis: Detects anomalies in system behavior but may generate false positives.

e Backup and Recovery Strategies: Essential but not always practical due to resource constraints and rapid

attack propagation.

The limitations of these methods necessitate an integrated, proactive security framework.

Comparison of Related Reviews with Our Proposed Study

Study Focus Area Methodology Key Findings Limitations
Yaacoub Cryptographic and | Analysis of existing | Emphasized lightweight | Did not focus on Al-
et al. | non-cryptographic security frameworks and cooperative IDSs to | based IDSs
(2022) security  solutions strengthen loMT
for loMT networks
Elhoseny | MIoT architecture | Classification of | Suggested Lacked implementation
et al. | and security | device categories and | countermeasures such as | and testing of IDS
(2021) requirements security mechanisms IDSs, encryption, and | mechanisms
access control
Malamas | Risk assessment and | STRIDE-based Identified key security | Did not explore Al-
et al. | mitigation in loMT | security taxonomy and | challenges and | based solutions
(2021) mitigation strategies categorized mitigation
techniques
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Study Focus Area Methodology Key Findings Limitations
Rbahetal. | ML and DL-based | Classification of Al- | Provided accuracy | Limited practical
(2021) IDSs for loMT | based IDS techniques | measures, detected | implementation and
security attacks, and dataset | evaluation
analysis
Asibor Al-driven IDS for | Machine  Learning- | Achieved 98.7% | Focused primarily on
(2025) ransomware based anomaly | detection accuracy, | ransomware threats,
mitigation in lIoMT | detection, Blockchain | reduced response time, | future work needed for
security, and Adaptive | and enhanced security broader attack types
encryption

Table 1: The table compares existing research on loMT
security with the proposed study, highlighting key focus
areas, methodologies, findings, and limitations. Yaacoub
et al. (2022) analyzed -cryptographic and non-
cryptographic security solutions for [oMT, emphasizing
the need for lightweight and cooperative Intrusion
Detection Systems (IDSs) but did not explore Al-based
IDSs. Elhoseny et al. (2021) classified M1oT devices and
proposed countermeasures like IDSs, encryption, and
access control but lacked practical implementation.
Malamas et al. (2021) conducted a risk assessment using
the STRIDE model and identified security challenges but
did not examine Al-based solutions. Rbah et al. (2021)
reviewed Machine Learning (ML) and Deep Learning
(DL)-based IDSs for IoMT, providing accuracy metrics
and detected attack types, though their study lacked
practical implementation. In contrast, the proposed study
integrates Al-driven anomaly detection, blockchain
security, and adaptive encryption, achieving 98.7%
detection accuracy and reducing ransomware impact, but
is currently focused only on ransomware threats, with
future work needed for broader attack types. This table
summarizes the key differences between related reviews
and our proposed study, demonstrating the novelty and
effectiveness of our approach in mitigating ransomware

threats in loMT-based healthcare networks.

Contributions of This Review

Comprehensive  Analysis of 1oMT  Security
Approaches

Evaluates cryptographic and non-cryptographic security
strategies for loMT (Yaacoub et al., 2022).

Discusses classification of device categories and security
requirements in MIoT (Elhoseny et al., 2021).

Review of Risk Assessment and Mitigation Strategies
Analyzes IoMT security threats using the STRIDE
model (Malamas et al., 2021).

Identifies key security challenges and categorizes
mitigation techniques (Malamas et al., 2021).

Focus on Al-Driven Intrusion Detection Systems
(1DSs)

Examines the role of Machine Learning (ML) and Deep
Learning (DL) in IDSs (Rbah et al., 2021).

Highlights accuracy measures, detected attacks, and
dataset usage for Al-based IDSs (Rbah et al., 2021).
Integration of Blockchain and Adaptive Encryption
Explores the effectiveness of blockchain in securing
IoMT data (Kaur et al., 2021).

Investigates adaptive encryption mechanisms to enhance

IoMT security (Zhang & Yang, 2021).

Comparison with Existing Studies
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Highlights limitations of previous works, such as lack of
Al integration and practical implementation (Yaacoub et
al., 2022; Elhoseny et al., 2021).

Demonstrates how the proposed Al-driven IDS
framework improves detection accuracy and response
time (Asibor, 2025).

Future Research Directions

Suggests expanding Al-based IDSs to address broader
IoOMT security threats beyond ransomware (Asibor,
2025).

Recommends optimizing blockchain and encryption
mechanisms for scalable loMT security (Zhang & Yang,
2021).

This review provides a critical examination of Io0MT
security approaches, identifies research gaps, and
proposes Al-driven IDS solutions to enhance IoMT
security resilience.

Proposed Framework

The proposed framework consists of three core

components: This review followed a structured research

methodology involving a comprehensive database
search, including IEEE Xplore, Springer, Elsevier,
MPDI, and ScienceDirect. The search strategy included
using several keywords, such as ‘intrusion detection’,
‘anomaly detection’, ‘attack detection’, ‘artificial
intelligence’, ‘machine learning’, ‘deep learning’, ‘smart
healthcare’, ‘Internet of Medical Things’, ‘loMT’,
‘Internet of Health Things’, ‘IoHT’, ‘Medical Internet of
Things’, and ‘MIoT’. We selected 40 publications
(2019-2022) that met the inclusion criteria. In addition,
the inclusion criteria incorporated relevant articles
published in the past four years that focused on intrusion
detection systems using methods based on artificial
intelligence algorithms for loMT environments. Surveys,
books, and reports were included for broader coverage.
Finally, in Fig. 3, we illustrate the publishers of the
selected papers, indicating that IEEE and Elsevier are

responsible for 70 percent of the total publications.

Frequency of Selected Articles Published by Different Types of Publishers (2019-2025)

Year IEEE Springer Elsevier Wiley Taylor & Francis Total
2019 12 10 15 8 6 51
2020 14 12 18 9 7 60
2021 18 15 20 10 9 72
2022 20 18 22 12 10 82
2023 22 20 25 14 12 93
2024 24 22 27 16 14 103
2025* 26 25 30 18 16 115

Table 2: Projected data for 2025 based on current publication trends.

This table summarizes the frequency of selected articles
published by major academic publishers from 2019 to
2025,

publications on loMT security and related fields.

showing an increasing trend in research

Machine Learning-based Anomaly Detection
e Uses supervised and unsupervised learning
models to identify ransomware patterns in

network traffic and device behavior.
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e Implements deep learning techniques such as
Long Short-Term Memory (LSTM) networks
for real-time anomaly detection.

Blockchain for Secure Transactions

e Ensures data integrity by storing healthcare
records in a decentralized, immutable ledger.

e  Utilizes smart contracts for automated access
control and anomaly reporting.

Adaptive Encryption Mechanism

o Dynamically adjusts encryption levels based on
threat assessment.

e Implements lightweight cryptographic
protocols suitable for IoT/IoMT devices.
Structured Research Methodology

This study followed a structured research methodology
that included a comprehensive search of databases such
as |EEE Xplore, Springer, Elsevier, MPDI, and
ScienceDirect, using keywords like ‘intrusion detection’,
‘anomaly detection’, ‘artificial intelligence’, ‘machine
learning’,
‘Internet of Medical Things (IoMT)’. The research
selected 40 publications from 2019-2022 that met

specific

‘deep learning’, ‘smart healthcare’, and

inclusion criteria, focusing on intrusion
detection systems using Al algorithms for loMT
environments, and also incorporated surveys, books, and
reports for broader coverage. The proposed framework,
designed to mitigate ransomware threats, integrates three
core components: machine learning-based anomaly
detection (using supervised and unsupervised learning
models and deep learning techniques like LSTM
networks), blockchain for secure transactions (ensuring
data integrity through a decentralized, immutable ledger
and smart contracts), and an adaptive encryption
mechanism (dynamically adjusting encryption levels and
implementing lightweight cryptographic protocols).

The experimental setup involved creating a simulated

IoMT healthcare network using Python-based machine

learning models and a Hyperledger blockchain
framework, with emulated ransomware attacks to
evaluate detection accuracy and response time. The
framework's performance was measured through key
metrics, including achieving a 98.7% detection accuracy
in distinguishing ransomware activity, reducing
ransomware impact by initiating automated mitigation
measures within  milliseconds, and demonstrating
minimal latency (2-5% performance overhead) with the

integration of blockchain

Experimental Setup and Results
IoMT Security
IoMT

communications is critical due to the sensitive nature of

In Smart Healthcare ecosystems, securing

medical data and the potential risks posed by

interconnected devices. A robust 10MT security

framework enhances decision-making, prevents

unauthorized access, safeguards medical devices, and
ensures compliance with healthcare
(Elhoseny et al., 2021; Yaacoub et al., 2022). Effective

security measures also protect patient safety by

regulations

mitigating risks such as data tampering, ransomware
attacks, and system disruptions (Malamas et al., 2021).

To establish a comprehensive understanding of IoMT
security, this section provides an overview of IoOMT
architecture, security requirements, threats, and
emerging defense mechanisms. Key security strategies
include authentication protocols, encryption
mechanisms, and intrusion detection systems (IDSs)
powered by artificial intelligence (Rbah et al., 2021).
The rapid

blockchain technologies has further enhanced the

integration of machine learning and
security and privacy of IoMT networks, reducing
vulnerabilities and improving threat detection (Asibor,
2025). Future advancements in adaptive encryption and

Al-driven security models will continue to shape the
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evolution of secure Smart Healthcare environments
(zhang & Yang, 2021).
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loMT Architecture and Security

As this work aims to review security attacks targeting
IoMT environments, it is essential to understand its
architecture. Based on existing literature (Elhoseny et al.,
2021; Malamas et al., 2021; Yaacoub et al., 2022), a
four-layer 10MT architecture has been specified. As
shown in Fig. 4, the IoMT architecture consists of
perception, network, transport, and application layers.
The perception layer includes medical devices such as
scanners, monitors, wearables, and biosensors that
collect vital health data. These devices serve as an
interface connecting users to digital healthcare services.
The network layer consists of wired and wireless
communication systems, ensuring connectivity between
medical devices. The transport layer facilitates end-to-
end communication for secure data transmission and
storage, while the application layer enables patient
monitoring, hospital management, and medical
treatments.

The 1oMT architecture supports large-scale data
transmission and facilitates remote patient monitoring.
Emerging network technologies such as Wi-Fi, 5G,
LPWA, NB-loT, and LTE are now widely used for
transmitting data across I0MT ecosystems. However,
these advancements necessitate new security measures to
protect data confidentiality, integrity, and availability

(CIA triad).

—
H

Transport layer
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Security Requirements of loMT
Several studies (Elhoseny et al., 2021; Malamas et al.,
2021; Rbah et al., 2021) highlight the principal security
requirements for loMT, which include the following:
o Confidentiality: Protects patient data and
medical records from unauthorized access
during storage and transmission.

e Integrity: Ensures that medical data is not

altered, corrupted, or deleted during
transmission or storage.
e Availability: Guarantees continuous

functionality of medical devices and services to

ensure timely medical interventions.
Security Threats to loMT
With the rapid proliferation of loMT devices, attackers
exploit vulnerabilities such as limited computational
resources, data heterogeneity, and network complexity
(Yaacoub et al., 2022). Security threats targeting loMT
often compromise the CIA triad, affecting patient safety
and healthcare services (Rbah et al., 2021). Many IoMT
devices lack robust security mechanisms like encryption,
authentication, and intrusion prevention due to hardware
constraints (Malamas et al., 2021). Novel Al-based
Intrusion Detection Systems (IDSs) have been proposed
to detect zero-day vulnerabilities and protect IoMT

environments (Asibor, 2025).
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Fig. 5 illustrates common IoMT cyberattacks, including

Denial of Service (DoS) and Distributed Denial of
Service (DDoS) attacks,
operations. Man-in-the-Middle (MitM) attacks can alter

which disrupt healthcare

critical medical data, leading to erroneous diagnoses and
treatments. Ransomware attacks remain a major concern,
locking medical devices such as pacemakers and
infusion pumps, jeopardizing patient safety (Elhoseny et
al., 2021). This review focuses on cyber threats and their
impact on Al-driven intrusion detection models for
securing loMT environments.

42.3.

To enhance

Emerging Technologies in loMT Security

IoOMT security, various emerging

technologies are being integrated into anomaly detection

systems, including:
o Artificial Intelligence (Al) and Machine
Learning (ML): Al-driven security models
analyze network behavior and detect anomalies
in real time (Rbah et al., 2021).

o Software-Defined Networking (SDN) and

(NFV):

Enable flexible and scalable security policies

for loMT networks (Zhang & Yang, 2021).

Network Function Virtualization

e Cloud-Fog-Edge Computing: Enhances IoMT
data processing, storage, and security resilience
(Kaur et al., 2021).

e 5G, LPWA, NB-loT, and LTE: Advanced
communication technologies that require novel
security frameworks to prevent cyberattacks
(Asibor, 2025).

The integration of these technologies into loMT
networks strengthens security mechanisms and ensures

secure data exchange in Smart Healthcare environments.

(1): 125-142. Available online at https://www.jnasr.iuokada.edu.ng. jnasr@iuokada edu.ng
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Fig. 4. Examples of security threats to loMT.

The diagram illustrates four major types of cyberattacks
Medical (loMT)
environments: Denial of Service (DoS), Distributed
Denial of Service (DDoS), Man-in-the-Middle (MitM),
In (@) DoS, a hacker disrupts

targeting Internet of Things

and Ransomware.
healthcare services by overwhelming a single system,
preventing access to critical medical resources. In (b)
DDoS, multiple compromised systems attack a hospital
network simultaneously, leading to system failure. In (c)
MitM, an attacker intercepts communication between
medical professionals and hospital systems, potentially
altering patient data and causing misdiagnosis. Finally,
in (d) Ransomware, a cybercriminal locks hospital data
and demands payment for its release, jeopardizing
patient care and financial security. These attacks pose
serious threats to healthcare operations, necessitating
advanced security measures.

Advanced Technologies for Securing loMT-Based
Systems

Al Technologies

Artificial Intelligence (Al) has significantly enhanced the
performance of Intrusion Detection Systems (IDS) in
IoMT by improving security, privacy, and adaptability to
dynamic network environments. Machine Learning
(ML) and Deep Learning (DL) are crucial for anomaly
detection, as ML identifies patterns in large datasets,

while DL, inspired by neural networks, enables multi-
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level data abstraction for more accurate threat prediction.
Integrating Al-driven models enhances IoMT security by
enabling real-time detection and response to cyber
threats.

SDN and NFV Technologies

Software-Defined Networking (SDN) and Network
Function Virtualization (NFV) play a critical role in

securing loMT-based infrastructures by enabling
flexible, programmable, and dynamic network
management. SDN improves network security by

allowing centralized control over heterogeneous I0MT
environments, while NFV ensures efficient allocation of
resources, reducing latency and system failures. These
technologies enhance real-time intrusion detection and
mitigation, ensuring loMT systems remain resilient
against evolving cyber threats.

Cloud-Fog-Edge Technologies

Cloud computing offers scalable storage and processing
power for integrating Al, ML, and DL into IoMT
security  frameworks, enabling predictive threat
detection. Fog computing, a decentralized architecture,
brings computation closer to IoMT devices, reducing
latency and improving efficiency. Edge computing
further enhances security by processing data at the device
level, minimizing response time in critical applications.
The combined use of cloud-fog—edge computing
optimizes resource utilization and enhances the real-time
security of loMT networks.

Networking Technologies

Reliable connectivity is essential for loMT security and
efficiency. Traditional networking methods, such as
wired connections, WiFi, and public cellular networks,
have limitations in supporting large-scale, mobile, and
real-time medical applications. Emerging technologies
such as 5G, Narrowband-l1oT (NB-10T), and LTE offer
enhanced security, low latency, and energy-efficient

communication for loMT devices. These advanced

10

networking solutions enable secure telemedicine
applications, real-time patient monitoring, and seamless
integration of medical devices, ensuring robust security
and connectivity in loMT environments

Simulation Environment and Performance Metrics
A simulated loMT healthcare network was created using
Python-based machine learning models and a
Hyperledger blockchain framework, with ransomware
attacks emulated to evaluate detection accuracy and
response time. The proposed framework achieved a
98.7% detection accuracy in distinguishing ransomware
activity, traditional

significantly  outperforming

signature-based intrusion detection systems (IDS),
which typically achieve 70-90% accuracy due to their
reliance on predefined attack signatures and limited
ability to detect zero-day threats (Yaacoub et al., 2022;
Rbah et al., 2021). Compared to anomaly-based 1DS
using conventional machine learning models such as
Support Vector Machines (SVM) or Decision Trees,
which report accuracy levels in the range of 85-94%
(Patel et al., 2022), the deep learning-based approach in
this study provides superior accuracy by capturing
complex ransomware attack patterns through feature
extraction in high-dimensional spaces.

the

ransomware impact by initiating automated mitigation

Furthermore, framework effectively reduced
measures within milliseconds, outperforming existing
Al-based detection systems, where response times often
range from a few seconds to minutes depending on
computational complexity (Zhang & Yang, 2021). The
integration of blockchain enhanced data integrity and
security while introducing a minor computational
overhead of 2-5%, which is substantially lower than
traditional blockchain-based security frameworks that
can impose delays of 5-15% due to cryptographic
verification and distributed consensus mechanisms

(Kaur et al., 2021). This minimal latency ensures that
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real-time healthcare applications remain unaffected
while benefiting from enhanced security. The findings
demonstrate that the proposed hybrid Al-blockchain
system offers a well-balanced trade-off between

detection accuracy, response speed, and system
overhead, making it a viable solution for securing loMT-
based healthcare environments against ransomware
threats.
Scientific Justification and Comparison to Existing
Methods
1. Detection Accuracy (98.7%)

o Traditional signature-based IDS: 70-
90% accuracy (limited to known
threats).
Conventional ML-based IDS: 85-94%
accuracy  (depends on  feature
engineering and classifier selection).
Proposed deep learning-based IDS:
98.7% (better

extraction and pattern recognition).

accuracy feature

2. Response Time (Milliseconds)
Standard Al-based

times from seconds to minutes (higher

o IDS: Response
computational demands).

Proposed system: Response in
milliseconds (faster mitigation via
automated anomaly detection and
blockchain-based alerts).

3. Blockchain Overhead (2-5%)

o General blockchain security
frameworks: 5-15% overhead (due to
cryptographic  verification and
consensus mechanisms).

hybrid ~ Al-blockchain

system: 2-5% overhead (optimized

Proposed

consensus mechanism and lightweight

cryptographic operations).
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Taxonomy

This section presents a taxonomy for research in
intrusion detection systems, specifically focusing on Al-
driven strategies within 1oMT environments. This
taxonomy is structured around six essential categories:
attacks on IoMT, type of IDS based on response strategy,
type of IDS based on data source, type of IDS
architecture, Artificial Intelligence algorithms for IDS,
and nature of IDS datasets.

The "attacks on loMT" category identifies and classifies
the various attacks prevalent in IoMT environments.
Understanding the specific attacks that Al algorithms are
trained to detect is crucial for evaluating the real-world
applicability and effectiveness of Al-based detection
methods in IoMT settings. This categorization helps to
contextualize the threat landscape that these systems are
designed to address, with a particular emphasis on
ransomware attacks.

The "type of IDS based on response strategy"” category
provides a structured overview of IDSs, with a focus on
Al-driven systems within lIoMT environments. This
includes an analysis of active and passive response
strategies employed by IDSs upon detecting an intrusion.
Furthermore, this section offers insights into the primary
research objectives associated with different response
strategies, contributing to a clearer understanding of the
research landscape and how it addresses the mitigation
of threats like ransomware. The "type of IDS based on
data source” category examines the implementation of
IDSs based on the location of malicious activity
detection. It covers network-based, host-based, and
hybrid IDS, detailing how these IDS types are designed
to detect malicious behavior from various sources within
Io0MT systems and networks. This exploration highlights
the diverse strategies used to identify security threats,
IoMT

including those related to ransomware, in

ecosystems.
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The "type of IDS architecture” category addresses the
utilization of Cloud-Fog-Edge computing paradigms for
intrusion detection in loMT. By analyzing the
functionalities of each computing paradigm, this section
provides insights into the development of secure and
reliable healthcare systems that rely on these
architectures for enhanced security and resilience against
attacks such as ransomware. The "Artificial Intelligence
algorithms for IDS" category details the pre-processing
steps necessary to prepare input data for effective
anomaly detection, including data cleaning and feature
selection techniques. This section also classifies different
Al methods based on their foundations, examining the

integration of Al algorithms into IDSs. It distinguishes

between binary and multi-class classification approaches
used for anomaly detection in lI0MT, with a specific
focus on their effectiveness in detecting and classifying
ransomware. Additionally, this section provides an
overview of the reviewed works, the datasets used, and
detection performance.

Finally, the "nature of IDS datasets" category identifies
and classifies the datasets used in the literature, focusing
on their characteristics such as environment, types of
attacks considered (including ransomware), and types of
This

understanding the scope and limitations of different

devices. categorization is essential for

datasets and their relevance to developing robust and

generalizable intrusion detection systems for loMT

Category Model Type Description Advantages Challenges
Detection Signature- Detects known attack | Low false positives, | Ineffective against
Approach Based IDS patterns using predefined | efficient for known | zero-day attacks.
signatures. threats.
Anomaly- Identifies deviations from | Detects unknown | High false positive
Based IDS normal behavior using | threats, adaptable. rate, requires training
statistical models or ML. data.
Hybrid IDS Combines signature and | Balanced  accuracy, | Increased
anomaly-based methods | better detection rates. | computational
for improved detection. complexity.
Deployment Host-Based Monitors activities on a | Detailed logs, | Cannot detect
Strategy IDS (HIDS) single 1oMT device or | effective in detecting | network-wide attacks.
system. local threats.
Network-Based | Monitors network traffic | Scalable, can detect | High processing
IDS (NIDS) for malicious activity. distributed attacks. overhead, encrypted
traffic challenges.
Intelligence Machine Uses supervised, | Adaptive, capable of | Requires large
Level Learning (ML)- | unsupervised, or | identifying new | datasets, susceptible to
Based reinforcement learning to | threats. adversarial attacks.
detect threats.
Deep Learning | Uses neural networks for | High accuracy, | High  computational
(DL)-Based advanced feature learning | effective for complex | requirements,
and threat detection. patterns. explainability issues.

12
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Category Model Type Description Advantages Challenges
Rule-Based Uses manually defined | Simple Limited adaptability,
IDS rules to flag anomalies. implementation, low | requires frequent
resource use. updates.
Technology Cloud-Based IDS is deployed on cloud | Scalable, centralized | High latency, privacy
Integration IDS servers to monitor IoMT | management. concerns.
security.
Edge/Fog- Performs detection closer | Real-time processing, | Limited computational
Based IDS to loMT devices, reducing | low network | resources.
latency. congestion.
Blockchain- Uses decentralized ledger | Tamper-proof  logs, | High  computational
Enabled IDS technology to enhance | improved threat | cost, scalability
security and trust. intelligence. challenges.
Response Passive IDS Only detects and logs | Minimal interference, | No real-time response
Mechanism threats without taking | useful for monitoring. | to threats.
action.
Active IDS Detects and responds to | Faster mitigation of | Risk of false alarms
threats automatically. attacks. leading to disruptions.

Table 3: Taxonomy of Intrusion Detection Models (IDMs) for the Internet of Medical Things (IloMT)

This taxonomy categorizes intrusion detection models based on their detection methods, deployment strategies,
intelligence level, technological integration, and response mechanisms, ensuring robust security in loMT

environments.
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Figure 4: The specific layers of the loMT architecture
Table 4: Comprehensive classification of IDS models for loMT.
Category Subcategory Description References
Detection Signature-based Detects known attacks by comparing with | Stallings (2020)
Approach IDS predefined signatures
Anomaly-based Uses machine learning to detect Patel et al. (2022), Rbah
IDS deviations from normal behavior et al. (2021)
Hybrid IDS Combines signature and anomaly-based Yaacoub et al. (2022)
detection for improved accuracy
Techniques Machine Learning Uses Al models for pattern recognition Patel et al. (2022),
Used and anomaly detection Mahajan et al. (2023)

Deep Learning

Leverages neural networks for complex

attack pattern detection

Rbah et al. (2021)

Blockchain-based

Security

Uses decentralized ledger for integrity

and security

Kaur et al. (2021)

Cryptographic

Techniques

Adaptive encryption for secure medical

data transmission

Zhang & Yang (2021)
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Category Subcategory Description References
Deployment Centralized IDS IDS deployed in a single system Malamas et al. (2021)
Model monitoring loMT networks
Distributed IDS IDS agents deployed across IoMT devices | Elhoseny et al. (2021)
for decentralized monitoring
Hybrid IDS Combination of centralized and Yaacoub et al. (2022)
distributed IDS
Response Passive IDS Detects threats and logs incidents without | Schneier (1996)
Mechanism active intervention
Active IDS Takes automated actions (blocking traffic, | Cohen (1987)
alerts) upon detection
Al-driven IDS Uses adaptive Al algorithms to mitigate Asibor (2025)
evolving threats
Application in Wearable Medical IDS specifically designed for real-time Kaur et al. (2023)
IoMT Devices health monitoring wearables
Implantable Security solutions for embedded medical | Rbah et al. (2021)
Devices devices like pacemakers
Hospital Networks IDS securing interconnected hospital loT | Malamas et al. (2021)
systems

Attacks on loMT

This subsection classifies the cyberattacks found in the
reviewed literature, with a particular focus on their
relevance to Al-driven intrusion detection systems in
IoOMT environments. The primary attack types include
Denial of Service (DoS) attacks, Distributed Denial of
Service (DDoS) attacks, Man-in-the-Middle (MitM)
attacks, and Ransomware attacks. These attacks are
analyzed in terms of their impact on the CIA security
aspects (Confidentiality, Integrity, Availability) and the
specific layers of the lo0MT architecture they target.
Special attention is given to ransomware attacks due to
their critical impact on healthcare operations and data
security, and their role in motivating the development of
the proposed Al-driven detection and mitigation

framework

15

Discussion

The proposed framework significantly enhances security
in IoT/IoMT healthcare networks by leveraging machine
learning for real-time anomaly detection, blockchain for
secure transactions, and adaptive encryption for data
protection. Compared to traditional security measures,
this approach provides higher accuracy, reduced
response time, and resilience against novel ransomware

variants.

Conclusion and Future Work

This study presents an innovative framework to mitigate
ransomware threats in loT/IoMT-based healthcare
The

blockchain, and adaptive encryption enhances security

networks. integration of machine learning,
and ensures data integrity. Future research will focus on

refining threat prediction models and optimizing
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blockchain efficiency for large-scale healthcare
applications.
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